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ABSTRACT

In this paper, we present the design and development of an Internet of Things (IoT)-integrated car
rental system that collects and monitors data remotely in real time using an OBD-Il interface and
a mobile application. The proposed system gathers critical information about both vehicles and
users, including driver identity, trip time, driving speed, fuel consumption, and vehicle location.
All data is transmitted through an loT platform and stored on a cloud-based mobile application,
enabling easy and transparent access for both users and service providers.

Beyond vehicle monitoring, the system integrates an optimized AdaBoost algorithm using Grid-
SearchCV to evaluate driving behavior. This model analyzes data collected from the OBD-Il inter-
face to identify unsafe driving behaviors, such as frequent sudden braking, abrupt acceleration, and
unstable speed control.

Experimental results reveal significant differences in the performance of the evaluated machine
learning algorithms. Decision tree and logistic regression models yielded the lowest results, with
accuracy values of approximately 69% and 68%, respectively, and their precision, recall, and F1-score
metrics remained below 70%. In contrast, the random forest, support vector machine, and k-nearest
neighbors models achieved better and relatively similar performances, with accuracy values around
73%. Among all models, our optimized AdaBoost algorithm delivered the best classification results,
with accuracy, precision, recall, and F1-score all reaching approximately 80%.

Based on observed behaviors, driver profiles will be created and stored. These profiles can enhance
service quality, support risk management, and enable more personalized rental policies. Test results
confirm that the system is feasible for real-time operations and provides valuable insights into driver
behavior.
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INTRODUCTION

Currently, GPS technology is widely used in traffic
management for applications such as real-time vehi-
cle location tracking. This approach allows for the
efficient use of available resources, facilitates route
planning, and allows for timely coordination when
needed, all at a low cost while ensuring safety and

user-friendliness !

. In cars, the engine control unit
(ECU) manages and optimizes engine performance.
However, repairing ECUs at small garages is often
challenging due to limited access to proprietary di-
agnostic tools. The OBD-II communication interface
provides a viable solution to this issue®>.

During OBD-II operation, real-time processing lim-
itations may occur during RS232 serial communica-
tion.# developed a C# application to address this is-
sue: the proposed system incorporates devices such
as the STN1110 board and standard OBD cable. This
model is then applied to various vehicles to collect
fault codes, engine speed (RPM), and other sensor

data.

In practice, we can fully monitor and evaluate vehicle
performance and fuel consumption by analyzing data
on temperature, airflow, and engine RPM. This en-
ables accurate assessment of engine performance and
early detection of abnormalities. Fuel consumption
data collected via OBD-II is also used to evaluate driv-
ing behavior. Evaluations can be conducted with the
same vehicle model under different traffic conditions
along the same route®. These faults are categorized
by vehicle type and year of manufacture to expedite
the diagnostic process and enhance maintenance effi-
ciency®”. For example,® employed an integrated IoT
system for real-time fault detection using a Raspberry
Pi and an OBD-II device. This approach improves
traffic safety through early warning systems and au-
tomated communication with relevant authorities.

Combining IoT systems with smartphone applica-
tions improves convenience and practicality. Re-
cent studies have proposed intelligent systems for
the real-time monitoring of bus operations, improv-

ing passenger experience, and streamlining manage-
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ment. Notable features include emergency buttons,
route tracking, and updates to arrival and departure
times >10.

Researchers in previous studies !"12 developed rental
management applications for e-commerce platforms
using mobile and IoT technologies. The system
achieved 100% test coverage and exhibited high sat-
isfaction levels. User and car owner satisfaction was
reported at 96% and 100%, respectively. Beyond these
standard features, the application also detects acci-
dents and provides real-time monitoring. In practice,
short-term rental cars often exhibit higher fuel con-
sumption and emissions due to poor driving habits 13.
Consequently, monitoring driver behavior is essential
to ensure the safety of both drivers and vehicles 1.
Despite extensive research on vehicle management
and IoT technology applications in transportation,
fully integrated and synchronized solutions remain
scarce. Notably, systems capable of collecting and
managing critical data on rental vehicles, such as
speed, fuel consumption, location, and driver behav-
ior, within a single comprehensive platform are still
lacking. Consequently, developing an intelligent sys-
tem to assist vehicle owners with management is cru-
cial. This system should not only store vehicle records
and track financial and legal information before and
after rental, but also support the real-time monitoring
of vehicle operational status.

To address this need, our research proposes the ap-
plication of an optimized AdaBoost algorithm to en-
hance the efficiency of analyzing and evaluating data
collected from IoT devices, thereby improving vehicle
monitoring and management in rental systems. This
study contributes to the field of smart rental car sys-
tems by innovatively integrating IoT, AI, and mobile
technologies. The key contributions of this work in-
clude:

« Integrating a data collection and management
model that combines OBD-II, IoT, and a cloud
platform enables the acquisition of real-time ve-
hicle data, such as location, fuel consumption,
speed, and driver identity.

« Developing a mobile application to offer trans-
parent access to vehicle sta-tus and driving data
for both users and service providers, which en-
ables re-mote fleet management and improves
renter accountability.

« Implementing optimized AdaBoost with Grid-
SearchCV to analyze OBD-II data for detecting
unsafe driving behaviors, allowing for real-time
driving risk assessment.
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The rest of this paper is organized as follows: Section
2 introduces the proposed model and mobile appli-
cation; Section 3 details the machine learning-based
driver behavior assessment; Section 4 describes the
experimental setup and presents key results; and Sec-
tion 5 offers conclusions and suggests future work.

SYSTEM OVERVIEW

This section outlines the hardware architecture of the
data collection system, with a focus on its IoT com-
ponents and their integration with the mobile appli-
cation.

System Hardware Design

In this system, a vehicle (e.g., a 2019 Toyota Vios)
serves as the primary data source (Figure 1). The
IoT system connects directly to the car’s OBD-II port
to gather operational data, including vehicle speed,
fuel consumption, engine status, and diagnostic trou-
ble codes. Data from the OBD-II port is read using
the ELM327 module, which allows for data collec-
tion through the car’s OBD-II system and transmits
it wirelessly to a microcontroller via Wi-Fi.

Mabile Phone Apps.

Gps NEO-6M

Figure 1: loT-Based car rental monitoring system ar-
chitecture [Source: Authors].

The ESP8266 functions as the system’s central proces-
sor and communication module. It receives data from
the ELM327, performs preliminary processing, and
transmits the data to the cloud computing platform.
To maintain a stable power supply for electronic com-
ponents, the system incorporates an LM2596S step-
down module. This module converts and stabilizes
voltage from the vehicle’s power source to levels suit-
able for microcontrollers and sensors. Concurrently,
the NEO-6M GPS module acquires the vehicle’s geo-
graphic coordinates and real-time location data, en-
abling route tracking and remote monitoring of the
vehicle’s location.

All data collected from the sensors and modules will
be synchronized by the ESP8266 and transmitted to
Google’s Firebase cloud platform for storage, manage-
ment, and processing. The information will then be
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displayed visually in a mobile application developed
by the team. This application enables users or ser-
vice providers to easily monitor the vehicle’s operat-
ing status, current location, and other important pa-
rameters. The complete experimental model is shown
in Figure 2. Based on the provided system descrip-
tion and block diagram, Table 1 summarizes the main
hardware and software components along with their
relevant technical specifications. The system also inte-
grates Al algorithms to analyze driving behavior (e.g.,
harsh braking or sudden acceleration) based on OBD-
II data, automatically issue risk alerts, and build per-
sonalized driver profiles.

Figure 2: loT-Based car rental monitoring model
[Source: Authors].

Based on the PID code, data are obtained from the
OBD-II port as described in Table 2. The ESP8266
can easily access relevant data. Specifically, code 0x0D
retrieves vehicle speed, while code 012F retrieves fuel
consumption level.

Car Management App

Car Management is a vehicle rental management ap-
plication developed by our team using Flutter soft-
ware. This app is designed to meet the practical needs
of rental businesses with an intuitive, user-friendly
interface. It features login functionality for employ-
ees and managers and includes vehicle management
tools.

The interface displays complete information about all
vehicle types, including manufacturer and model de-
tails. The “Add New Vehicle” feature allows users to
add new cars along with relevant information. The ap-
plication also integrates a feature to look up old con-
tracts, which is useful when signing contracts with ex-
isting customers. This feature also helps track current
rental statuses and manages the vehicle return process
by contract code.

The administration dashboard provides all transac-
tion information, supports reporting, and analyzes

business performance. The Car Management applica-
tion automates the entire management process, from
vehicle inventory management to contract monitor-
ing. In addition, the application includes features that
can manage rental vehicle information and monitor
driver behavior, as illustrated in Figure 3.

Before using the service, users are clearly informed
about the types of data collected and must provide
consent through a rental agreement. The service
provider also commits to ensuring data privacy and
security in accordance with established policies.

DRIVER BEHAVIOR ANALYSIS USING
AN ADABOOST ALGORITHM

In practice, abnormal driving behaviors can pose sig-
nificant risks, including accidents during operation,
engine damage, or, less severely, increased fuel con-
sumption. To assess a driver’ attitude and safety level
while driving, three behavioral indicators are used:
speeding, sudden braking, and sudden acceleration.
In Vietnam, speeding is defined as exceeding the
permitted speed by 5 km/h or more.!* defines sud-
den braking as negative acceleration exceeding —3.0
m/s? over a short period. When drivers exceed these
thresholds, it indicates reckless driving and an unsta-
ble state of mind. Table 3 details high-risk driving
behaviors, their detection criteria, and safety implica-
tions.

The dataset used in this study was collected from ap-
proximately 50 drivers under real-world driving con-
ditions, resulting in a total of 1,000 samples. Each
sample includes overspeed and acceleration values
obtained from the OBD-II system.
driver behavior assessment is formulated as a multi-

In this work,

class classification problem, where the input features
are overspeed and acceleration, and the output la-
bels include three categories: good, normal, and poor.
These labels are defined based on the number of de-
tected violations, including speeding, sudden brak-
ing, and sudden acceleration.

The dataset captures variability among drivers with
differing driving styles and conditions. In practice,
class distribution is slightly imbalanced, as good and
normal driving behaviors occur more frequently than
poor behavior. This imbalance mirrors real-world
scenarios but may affect classification performance.
However, the AdaBoost algorithm addresses this is-
sue by assigning higher weights to misclassified sam-
ples, encouraging the model to prioritize challenging
and minority cases. Furthermore, measurement noise
is incorporated to simulate real operating conditions,
enhancing the proposed model’s robustness.

4207
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Table 1: System componentsand technical specifications [Source: Authors].

Component

Toyota Vios 2019

ELM327 OBD-II Interface

ESP8266

LM2596 DC-DC Buck Converter

NEO-6M GPS Module

Firebase Cloud Platform

Mobile Application

Al-based Analytics Module

Specification

Supports
Communication protocol: ISO 15765-4 (CAN)
OBD-II port voltage: 12 V

OBD-II / EOBD compliant
Wireless communication: Wi-Fi
Reads PIDs codes

Operating voltage: 12 V

MCU: Tensilica L106 32-bit
Clock frequency: 80-160 MHz
Integrated Wi-Fi 802.11 b/g/n
Operating voltage: 3.3 V

Input voltage: 4-40 V

Output voltage: 1.25-35 V (adjustable)
Maximum output current: 3 A
Conversion efficiency: up to 92%

Chipset: u-blox NEO-6M
Positioning accuracy: ~2.5 m
Communication interface: UART
Operating voltage: 3.3-5V

Realtime Database / Firestore
Real-time data synchronization
REST API support

Platform: Android / iOS
Displays vehicle location, speed, and system status
Receives risk and safety alerts

Detection of harsh braking and sudden acceleration
Driver behavior profiling and risk assessment
Input data: OBD-II parameters and GPS data

Table 2: Car PIDs codes obtained from OBD-II [Source: Authors].

Parameters
Fuel consumption level

Speed

PIDs Code
012F

0X0D

Table 3: High-risk driving behaviors and their detection criteria [Source: Authors].

Driving Behavior
Speeding
Hard braking

Sudden acceleration

Detection Criterion
Vehicle speed exceeds the legal limit by > 5 km/h
Longitudinal acceleration < —3.0 m/ s2 within 0.5-1.0 s

Longitudinal acceleration > +3.0 m/s?

4208
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Figure 3: Car management mobile application [Source: Authors].

AdaBoost is an advanced machine learning algorithm
that combines weak models to improve prediction ac-
curacy. This study utilizes an optimized AdaBoost
algorithm that incorporates a decision tree. Deci-
sion trees are a simple machine learning algorithm
that is well-suited for evaluating driving behavior.
Specifically, the model detects unsafe driving pat-
terns, including sudden acceleration, abrupt braking,
and speeding. This model is integrated with a real-
time IoT system that continuously updates the vehi-
cle’s status during the rental period. The system’s re-
sults and analyses allow vehicle owners to make in-
formed decisions, such as reminding drivers or ad-
justing rental fees based on contractual agreements.
In addition, misclassified models were iteratively re-
fined to improve deep analysis accuracy. These ad-
justments make our proposed model highly effective
for processing large data streams from multiple con-
nected devices.

To perform the driver behavior assessment process, all
collected data were formatted as follows, where 7 rep-
resents the number of samples:

D = {(x1,y1),(x2,y2),..., (xn,yn)} (1)

where x; = [Overspeed;,Acceleration;] and y; €
{poor,normal, good}.
The data were then normalized as follows:
r_ X7 H
T

where 4 = mean(x) and t = std(x).

The AdaBoost algorithm constructs a strong classifier
by combining multiple weak learners. The key princi-
ple of this method is to increase the weights of mis-
classified samples in subsequent iterations, thereby
directing the model’s focus toward them. The train-
ing process involves several boosting iterations. In the
first iteration, each sample’s weight is calculated as fol-
lows:

1 _ 1

LN
wherei=1,2,...,N.
At each iteration #, a weak classifier / (x) is trained us-

(@)

ing the weighted dataset. This study employs a shal-
low decision tree as the weak classifier to preserve the

simplicity of the model. The weak classifier has the

following structure 1°:

he(x) : X — {1,2,...,K} (3)

where:

o hy(x)is the prediction of the weak classification
at iteration 7.

o K is the number of classes.

After training the weak classifier, the model error at
iteration t is calculated based on the total weight of
the misclassified samples '°.

&=V w1y # by () @)

where:

« &is the error of the classifier at iteration ¢

4209
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. wl@is the weight of sample i at iteration ¢

o I(-)is the indicator function:

1if condition is True
! %)

0if condition is False

I(condition) {

In this study, weights are assigned to individual sam-
ples rather than specific driving behaviors. Misclassi-
fied samples receive higher weights in subsequent it-
erations, enabling the model to prioritize challenging
cases and enhance overall performance. The contri-
bution of each weak classifier to the final model is de-
termined by the coefficient ¢;. This coefficient reflects
the reliability of the classifier at iteration ¢:

6= 3 () O
In Equation 6, the learning rate coefficient 1 adjusts
the influence of each weak classifier.
After each iteration, the weights of the training sam-
ples are adjusted to increase the importance of mis-
classified samples. The weight update formula is de-
fined as follows [16]:

wl('t o whe— O i (xi) (7)

After T boosting loops, the final model is constructed
by aggregating all weak classifiers using their respec-
tive weights 7.

Fx)=Y/_ 0" h (x) (8)

The final classification decision is determined by the

highest value of the composite function !”.

H(x) = argmaxg Y[, 6'I(h (x) =k) 9)

Table 4 summarizes the key configuration parameters
of the optimized AdaBoost model. It details the pri-
mary settings of the ensemble model, such as the base
learner structure, learning rate, and number of esti-

mators.

RESULTS AND DISCUSSION

In this study, we collected real-world data from 50
different car renters to evaluate the effectiveness of
the proposed AI model. Data collection and evalua-
tion were performed using an IoT device directly con-
nected to the vehicles via OBD-II. We linked this de-
vice to a mobile application, allowing car owners to re-
ceive quick, accurate, and comprehensive updates on
vehicle information. Driver behavior was categorized
based on the number of violations for each specific of-
fense: no violations indicated good driving behavior,

4210

one violation corresponded to average behavior, and
two or more violations were classified as poor behav-
ior.

The collected data were updated and displayed di-
rectly on the mobile application. Figure 4 shows the
actual vehicle speed recorded by the mobile appli-
cation via the IoT model developed for this study.
The results illustrate changes in vehicle speed over
time. This approach allows us to easily observe differ-
ent phases of movement, including steady driving as
well as acceleration and deceleration. In addition, in-
stances of sudden deceleration or acceleration by the
driver can be identified.

ﬁ

Figure 4: Real car speed chart [Source: Authors].

The confusion matrix was used to evaluate the effec-
tiveness of the AdaBoost algorithm in assessing driv-
ing behavior. Behaviors were categorized into three
groups: Poor, Normal, and Good (Figure 5). The con-
fusion matrix indicates that the model made 156 cor-
rect predictions out of 200 samples, resulting in an
overall accuracy of approximately 78%. The “Good”
class was most accurately identified, with 106 correct
predictions out of 122 actual samples. The “Poor”
class also performed relatively well, with 12 out of 16
samples correctly classified and only a few misclas-
sified as “Normal” or “Good”.

had the lowest identification rate, with only 38 out

The “Normal” class

of 62 samples correctly predicted, including 22 sam-
ples mistakenly classified as “Good”. This is indica-
tive of an overlap between the “Normal” and “Good”
classes, making it difficult for the model to distinguish
between these two states. This confusion can be at-
tributed to the fact that “Normal” and “Good” driv-
ing behaviors often exhibit similar characteristics, es-
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Table 4: Main AdaBoost parameters [Source: Authors].

Parameter

Base estimator

Base estimator depth
Number of estimators
Learning rate
Boosting algorithm
Loss function
Random state

Input features

Output classes

Value

Decision tree classifier
max_depth =2
n_estimators = 50
learning_rate = 1.0
SAMME.R
Exponential loss

42

2

pecially when the number of violations is low. Con-
sequently, their feature distributions tend to overlap,
making it challenging for the model to clearly sepa-
rate these two classes. In addition, the use of only two
input features (overspeed and acceleration) may limit
the model’s ability to capture more subtle differences
in driving behavior. Variations in individual driving
styles and real-world noise in the collected data may
also contribute to misclassification.

100

Poor

22

Actual

Normal
r
%

- 40

106 20

Good

Normal Good

Predicted

Figure 5: Confusion matrix [Source: Authors].

The proposed method’s effectiveness was assessed by
comparing its performance metrics—including accu-
racy, precision, Fl-score, and recall—with those of
classic machine learning algorithms: random for-
est, decision tree, support vector machine (SVM), k-
nearest neighbors (kNN), and logistic regression.

Figure 6 shows that the decision tree and logistic
regression algorithms yielded relatively poor results,
with accuracy rates of approximately 69% and 68%,
respectively. The precision, recall, and F1-score met-

rics for these two models were also below 70%. In

contrast, the random forest, SVM, and kNN algo-
rithms performed better and exhibited a high degree
of similarity across their metrics. Specifically, the ran-
dom forest model exhibited an accuracy of approx-
imately 73%, while the SVM and kNN models both
reached around 73.5% accuracy. The precision, recall,
and F1-score values for these three models also hov-
ered around 73%. However, AdaBoost demonstrated
the best classification performance, with all four met-
rics reaching values of approximately 80%. This in-
dicates that combining the boosting mechanism with
the optimized parameters of the AdaBoost model sig-
nificantly improved its predictive capabilities.

To assess the effectiveness of the proposed model
and minimize bias from random data partitioning,
we performed cross-validation as detailed in Table
5. Specifically, we used a 5-fold cross-validation
method; i.e., the entire dataset of 1000 samples was
divided into five equal parts. In each iteration, four
parts (80%) were designated for training, while the re-
maining part (20%) served as the test set. This pro-
cess was repeated five times, with each data segment
used as a test set once. The final result represents
the average of these five evaluations. Experimental
results indicated that AdaBoost achieved the highest
cross-validation score (0.778). In comparison, SVM
and kNN both reached approximately 0.752; random
forest attained around 0.717; while decision tree and
logistic regression had the worst scores at 0.698 and
0.714, respectively. These findings demonstrate that
the AdaBoost model exhibits a more stable perfor-
mance than the other classification algorithms as-
sessed in this study.

This study aims not only to evaluate driving behavior
but also to gather data on vehicle location, fuel con-
sumption, and travel routes. This information will

4211
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Figure 6: Performance comparison between AdaBoost and other classification algorithms [Source: Authors].

Table 5: Cross-validation accuracy of classification models [Source:Authors].

Model

Random Forest 0.717
Decision Tree 0.698
SVM 0.752
kNN 0.752
Logistic Regression 0.714
AdaBoost 0.778

Cross-Validation Accuracy (5-Fold)

streamline and enhance the reliability of rental car
management processes. Specifically, this data will be
fully recorded to support penalty processing for traffic
violations during vehicle operation. In addition, the
database will be used to adjust reward points as well
as guide future rental fees for individual customers.

While the system performs effectively on a small scale,
scaling this system to hundreds of vehicles presents
several challenges, including increased data load, po-
tential delays, and more complex data storage require-
ments. To mitigate these issues, future work will in-
volve processing some data directly on the device,
thereby reducing the burden on the cloud. In addi-
tion, the system will adopt more flexible cloud archi-
tectures for easier scalability. Enhanced communica-
tion methods, such as MQTT or Kafka, will be imple-
mented to improve data transmission efficiency. The
system will also be redesigned into smaller modules
to facilitate management and expansion. Finally, the
AT model will be optimized to enable faster real-time

processing.

4212

CONCLUSION AND FUTURE WORK

In this study, we report on the successful development
of a comprehensive model, encompassing both soft-
ware and hardware, for data collection and monitor-
ing in intelligent self-driving car rental systems. The
hardware component employed IoT technology to fa-
cilitate remote signal transmission and connectivity.
Integrating the data collection system with OBD-II
and IoT allows for continuous data acquisition and
real-time performance tracking. A mobile application
also supported continuous, thorough data collection
and management. We gathered data on renter iden-
tity, vehicle type, current vehicle status, driving speed,
fuel consumption, and travel route throughout each
trip. Finally, AI was leveraged to accurately and im-
partially evaluate driver behavior, providing valuable
insights for future rental decision-making and pricing
strategies.

In the future, we aim to update and include features
such as vehicle maintenance reminders, vehicle insur-
ance status updates, and integration with government
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databases for automated fine processing. These im-
provements are crucial for optimizing operational ef-
ficiency and fostering trust between service providers
and renters.

ABBREVIATIONS

Adaboost: Adaptive boosting

AL Artificial Intelligence

CAN: Controller Area Network

DC-DC: Direct Current to Direct Current

ECU: Engine Control Unit

EOBD: European On-Board Diagnostics

GPS: Global Positioning System

GridSearchCV: Grid Search Cross-Validation

IoT: Internet of Things

KkNN: k-Nearest Neighbors

MCU: Microcontroller Unit

OBD-II: On-Board Diagnostics II

PIDs: Parameter IDs

REST API: Representational State Transfer Applica-
tion Programming Interface

RPM: Round Per Minute

SAMME.R: Stagewise Additive Modeling using a
Multiclass Exponential loss function

SVM: Support Vector Machine

UART: Universal Asynchronous Re-
ceiver/Transmitter
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