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ABSTRACT

The rapid proliferation of manipulated visual content has raised critical concerns regarding au-
thenticity, privacy, and public trust in digital media. Traditional forgery techniques such as image
splicing and copy—move have long posed challenges for forensic analysis; however, the advent
of Al-driven generative models has introduced a new era of sophisticated and realistic forgeries,
including deepfakes and image morphing. At the same time, the continuous evolution of deep
learning (DL) has allowed for the development of powerful tools to counter these threats, making
it a cornerstone in modern image forgery detection. This review focuses on the application of DL
methods to detect image forgeries over the past eight years. The paper covers a wide range of
approaches, addressing both traditional and modern forgery types and discussing representative
models, methodologies, datasets, performance results, and their respective contributions and lim-
itations. The goal of this review is to provide a clear understanding of the current progress, key
challenges, and opportunities for future research in DL-based image forgery detection.
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INTRODUCTION

The manipulation of digital images has become an
urgent issue due to its impact on evidence reliabil-
ity, scientific credibility, and public trust. Traditional
forgery techniques such as image splicing and copy-
move have been used repeatedly to alter visual con-
tent in domains such as media and online communi-
cations, raising concerns about information integrity.
For example, a 2024 investigation into image splicing
in scientific publications reported that numerous fig-
ures contained composite regions and copy-move ar-
tifacts, highlighting how splicing remains a major ma-
nipulation technique in recent scholarly work!.

At the same time, modern forgery techniques have ad-
vanced rapidly with the rise of AI-based image gener-
ation. Recent work has shown that face morphing—
in which two or more facial images are blended
into a single image that may correspond to multiple
identities—poses a concrete threat to biometric sys-
tems and ID-issuance workflows; several 2023-2024
studies have analyzed morphing generation methods
and their threat to automated recognition systems?.
Multiple categories and generation techniques of im-
age forgery have been identified. Image forgery is
broadly categorized into active approaches, which
use pre-embedded information such as watermarks
or digital signatures, and passive (blind) approaches,

which rely on intrinsic features to detect traces of ma-
nipulation. The most commonly studied forgery types
include image splicing (pasting content from another
image), copy-move (duplicating regions within the
same image), removal or inpainting, retouching, and
highly realistic synthetic media generated by deep
learning (DL) models known as Deepfakes or Gener-
ative Adversarial Networks (GANS).

The field of image forensics has seen numerous inno-
vations over the years, particularly in the technolog-
ical era. Recently, DL and hybrid approaches have
increasingly complemented traditional handcrafted
feature-based or machine learning (ML) methods
(Figure 1).
on handcrafted features and signal- or statistical-

Traditional forensic techniques rely

based analyses to identify physical or structural
traces left during image acquisition or manipula-
tion. ML-based forensics builds upon these man-
ually extracted features—such as noise residuals or
frequency-domain descriptors—by employing classi-
fiers to distinguish authentic and tampered regions.
In contrast, DL-based forensics learns discrimina-
tive representations directly from data using convo-
lutional neural networks (CNNs) or transformers, of-
fering superior accuracy and robustness. Hybrid ap-
proaches integrate handcrafted forensic cues or resid-
ual maps with deep models, effectively combining tra-
ditional domain knowledge with the representational
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Figure 1: Evolution of image forensics methodologies.

power of DL.

Recent advancements in pure DL have spurred the de-
velopment of related applied fields, including image
forensics. According to statistics from IEEE and Sci-
ence Direct, the number of publications on image au-
thentication using DL-related methods has increased
significantly, particularly over the past two years (see
Figure 2). This suggests that applying deep-learning-
related methods to detect various types of forged im-
ages is a growing and persistent trend.

Despite this rapid growth, no comprehensive statis-
tical summary compares these DL methods across
forgery types, datasets, and evaluation metrics. This
review aims to provide readers with a clear overview
of DL-based image forgery detection over the past
eight years, highlighting the main detection ap-
proaches for each forgery category and comparing
their strengths, weaknesses, data applicability, and
performance. The literature included in this survey
was collected from major academic databases such
as IEEE Xplore, ScienceDirect, and Google Scholar.
Relevant papers were identified using keywords, in-
cluding image forgery detection, image manipula-
tion detection, and deep learning for image foren-
sics. The selection focused on studies published be-
tween 2018 and 2025 that proposed DL-based de-
tection approaches and reported experimental results
conducted on publicly available datasets. Since each
type of forgery has its own scope, datasets, and DL
strategies, this paper is organized by forgery cate-
gory. Within each category, methods are presented in
chronological order to reflect their evolution. How-
ever, in the modern generative forgery section, mod-
els will be introduced in related methodology groups
for convenience in analyzing related models.

This review is organized by forgery type and method
group. It begins with a detailed analysis of traditional
region-based forgeries (splicing, copy-move, and in-
painting or removal); these are discussed chronolog-
ically to reflect the evolution of DL methods. The
paper then transitions to cover modern generative
forgeries, examining advanced techniques for detect-
ing generative fingerprints, mitigating generalization
gaps, and the emergence of contrastive language-
image pre-training (CLIP)-based and zero-shot de-
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tectors. Finally, the document concludes with a com-
parative discussion of contributions, weaknesses, and
future challenges across all forgery categories.

REVIEW

Image forgery is broadly categorized into two main
groups: passive (blind) approaches, which rely on in-
trinsic features to detect manipulation traces, and ac-
tive approaches, which use pre-embedded informa-
tion such as watermarks or digital signatures. This
section primarily focuses on passive DL methods ap-
plied to traditional region-based forgeries and mod-
ern generative forgeries.

Region-based Forgery

Region-based image forgery involves the manipula-
tion or alteration of specific areas within a digital im-
age, typically through the insertion, deletion, or re-
location of pixel content’. These methods primar-
ily focus on detecting inconsistencies within localized
regions, often modeled as a pixel-wise segmentation
problem*. Detection relies on analyzing subtle indi-
cators such as noise residuals and resampling features,
statistical inconsistencies from combining disparate
sources (e.g., varying noise patterns or mismatched
lighting), or generative anomalies introduced during
reconstruction. A key emphasis in DL-based image
forensics for this category is forgery localization, fre-
quently modeled as a pixel-wise segmentation prob-
lem. DL methods commonly use CNNG, often cus-
tomized with high-pass filters, to capture forensic ar-
tifacts like noise residuals and resampling features re-
sulting from these classical manipulations. The three
main manipulation types in region-based forgery are
illustrated in Figure 3.

Image Splicing (Image Composition or Join-
ing from Multiple Sources)

Image splicing, also known as image composition or
cut-paste forgery, involves copying content from one
source image and pasting it into a different destina-
tion image®. The primary goal of splicing detection
and localization is to identify the statistical inconsis-
tencies that arise from combining content from dis-
parate sources®. The forensic challenge lies in detect-
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Figure 2: Statistics on publications related to “"Deep Learning in Image Forgery” in IEEE Xplore and ScienceDirect.
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Figure 3: Structure of region-based forgery detection methods.

ing the statistical and physical inconsistencies intro-
duced when merging pixels from two distinct sources,
such as varying noise patterns, mismatched lighting
conditions, or abrupt changes in color filter array
(CFA) artifacts’. Specifically, illumination direction,
noise patterns, and contrast are generally inconsistent
between the spliced region and the host image, mak-
ing the tampered traces relatively easier for CNNs to
detect compared to copy-move forgery (CMF).

DL architectures for splicing often directly incorpo-
rate forensic domain knowledge, such as restricting
initial layers to focus on residual signals or using
sophisticated segmentation models to accurately de-

8, Common DL architec-

fine tampered boundaries
tures include CNNs®, U-Net and its variants %, fully
convolutional networks (FCNs)!'!, and hybrid mod-
els incorporating long short-term memory (LSTM)
units 12, Transfer learning, which involves using pre-
trained networks such as ResNet, has also been shown

to be effective for image classification tasks®.

Early CNN approaches focused on end-to-end pro-
cessing. The End-to-End-Trainable CNN Framework

(E2E-Fusion) proposed by Marra et al 13

. offers joint
image-level detection and localization and generalizes
well across forgery types, with performance signifi-
cantly improved through fine-tuning on challenging
NIST datasets. This framework is designed to detect
localized manipulations such as splicing and utilizes a
cascade of three blocks: patch-level feature extraction,
feature aggregation, and global decision (Figure 4).
The core methodology relies on end-to-end training,
optimizing all model parameters jointly using weak
(i.e., image-level) supervision on full-size images. To
manage the memory demands of full-resolution anal-
ysis, the framework trades memory for computation
using a gradient checkpointing strategy. However, its
performance is vulnerable to the increased quality of
computer-generated fakes.

Qazi et al.® introduced a similar DL approach using
transfer learning on pre-trained weights from a CNN
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(ResNet50v2), achieving high accuracy on the com-
prehensive CASIA-v2 dataset. A significant perfor-
mance gap was observed between results on CASIA-
vl and CASIA-v2.

Ali et al'*. introduced specific modeling of the im-
age quality factor (QF) in a CNN approach, leading to
improved performance. This specialized model, how-
ever, focuses on image-level detection rather than lo-
calization and requires a minimum input size of 128
x 128.

Another DL framework, DSNI-Net!®, targets salt-
and-pepper (S&P) noise, demonstrating high robust-
ness to JPEG compression and noise artifacts. Po-
tential drawbacks include damaging forgery traces in
noise-free images, reduced effectiveness against defo-
cus blur, and a lack of superior robustness to non-S&P
noise.

Segmentation models are crucial for accurate lo-
calization, often addressing the task using regional
proposal networks. Previous research resulted in
the development of a dual-stream faster R-CNN ap-
proach!6; this architecture effectively incorporates
noise residuals by utilizing separate streams for RGB
content and noise residuals to distinguish forged re-

1.17 introduced a similar Modified

gions. Yang et a
R-CNN architecture that incorporated forensic con-
straints, achieving high localization ability, particu-
larly on NIST16. However, its performance was no-
tably lower on CASIA compared to other datasets.
Unlike the R-CNN models focused on region pro-
posal and classification, the Ringed Residual U-Net
(RRU-Net) 1 is a powerful segmentation architecture
utilizing a residual structure to achieve excellent seg-
mentation accuracy. Generally, U-Net-based archi-
tectures demonstrate superior performance for local-
ization, but deeper network designs can suffer from
the loss of contextual spatial information and the gra-
dient degradation problem.

Hybrid architectures incorporate contextual learning
components to fuse spatial and temporal features.
The Hybrid LSTM and Encoder-Decoder architec-
ture (specifically a J-Conv-LSTM-Conv variant) com-
bines spatial features with temporal features for en-
hanced localization 2. However, this method is lim-
ited to learning correlations between blocks within
a patch and cannot capture broader inter-patch cor-
relations. Unlike models requiring extensive train-
ing, Wu et al.!® proposed a general-purpose forgery
localization method based on LSTM anomaly detec-
tion, which generalizes across multiple manipulation
types without prior fine-tuning. A limitation of this
approach is its reduced effectiveness when multiple
regions are manipulated differently within the same
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image. Furthermore, its performance significantly
improves when external features, such as metadata
(EXIF-SC) or camera model forensic similarity, are
available. Table 1 details key DL approaches for im-
age splicing detection and localization in chronologi-
cal order.

DL models demonstrate superior performance in im-
age splicing classification, achieving high reported ac-
curacies. A key trend in splicing detection is the
shift toward powerful segmentation architectures and
forensic feature fusion. U-Net-based architectures,
such as RRU-Net, exhibit superior F-measures for
localization, with some attaining a 0.915 F-measure
on the COLUMB dataset. Performance significantly
improves when external features, such as metadata
(EXIF-SC with a 0.98 AUC on Columbia) or camera
model forensic similarity (0.95 AUC on Columbia),

are incorporated.

Copy-Move Forgery

CMEF involves duplicating content within the same
image, making it very difficult to detect since the
copied patch is inherently consistent with the host
image in terms of noise, illumination, and compres-
sion history®. This manipulation method is par-
ticularly challenging because the duplicated (target)
region shares identical noise characteristics, illumi-
nation, and compression artifacts with the original
(source) region, providing a high degree of consis-
tency that evades many detection mechanisms. The
goal is thus to detect similarity between the copied
(source) and pasted (target) regions. Deep copy-move
forgery detection (CMFD) approaches primarily rely
on algorithms that perform deep matching and self-
correlation of high-level features to locate duplicated
regions.

CMFD has
keypoint-based methods to comprehensive end-

transitioned from block-based or

to-end DL systems. These architectures frequently
employ multi-branch CNNs or hybrid models
designed to detect subtle similarities and subsequent
post-processing traces. DL approaches utilize net-
works such as VGG, ResNet, AlexNet, and variants
of Mask R-CNN, often combined with optimizers or
clustering techniques.

Early work utilized transfer learning, such as using a
VGG-16 backbone fine-tuned on synthetic forged im-
ages '%, which achieved high detection accuracy on ar-
tificial data. This network classifies image fragments
or patches as either “original” or “forgery”. To address
computational challenges and limited data availabil-
ity in existing forgery datasets, the strategy involves
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Figure 4: An End-to-End Trainable CNN framework.

Table 1: Key DL approaches for image splicing detection and localization.

Deep Learning Architecture Datasets Used

CNN Framework '3

Hybrid (LSTM + Encoder-
Decoder) 12 COVERAGE

Dual-stream CNN (Faster NIST16, CASIA

R-CNN)'®

LSTM '8
Columbia

U-Net Variant (RRU-Net) 1 CASIA, COLUMB

Constrained R-CNN 17
CASIA

Transfer Learning CASIA-v1, CASIA-v2

(ResNet50v2)©

CNN !4 CASIA-v2

DL framework !° DSO-1, Korus

Synthetic Vision/UCID dataset,
NC2017, MFC2018 (NIST)

NIST16, IEEE Forensics Challenge,

NIST, COVERAGE, CASIA,

NIST16, COVERAGE, Columbia,

Quantitative Result

AUC (E2E-Fusion, NC2017) grew from
0.846 to 0.932 (with fine-tuning); AUC (E2E-
Fusion, MFC2018) grew from 0.838 to 0.902
(with fine-tuning)

AUC (NIST16): 84.60%; AUC (IEEE):
77.67%; AUC (COVERAGE): 81.14%

AUC (NIST16): 0.937; F1 score (NIST16):
0.722

AUC (NIST): 79.5%; AUC (Columbia):
82.4%; AUC (COVERAGE): 81.9%; AUC
(CASIA): 81.7%

F-measure (CASIA): 0.841; F-measure
(COLUMB): 0.915; Image-level Accuracy
(CASIA): 76%

F1 score (NIST16): 0.927; F1 score
(COVER): 0.757; F1 score (Columbia):

0.790; F1 score (CASIA): 0.475

Accuracy (CASIA-v2): 99.3%; Accuracy
(CASIA-v1): 81%
Accuracy (96% QF): 92.15%; F-measure

(96% QF): 90.99%

QF estimation accuracy: 100% (for both

DSO and Korus)

classifying input signals as fixed-size 40 x 40 X 3
patches. Training is performed by selecting patches
from regions in the original image and from the bor-
ders of embedded splicing. The approach leverages
transfer learning by implementing a fine-tuned model
using COCO pretrained weights rather than starting
training from scratch. However, this accuracy de-
pends heavily on synthetic dataset alignment. Simi-

820 achieved

lar standalone models, such as ResNet-1
high precision results on CASIA datasets. When used
alone, the deep textural features of ResNet-18 yielded

lower detection accuracy compared to the final pro-

posed fusion model. More recently, lightweight archi-
tectures have emerged that improve efficiency, such
as a model based on MobileNetV22!, which offers a
computationally efficient solution but suffers from a
low detection rate.

Since CMF requires identifying a source and tar-
get region and locating subtle similarity cues, multi-
branch and segmentation frameworks are critical. An
end-to-end deep neural network (DNN) solution uti-
lized a dual-branch CNN (Mani-det and Simi-det)
that was specifically designed for localization and
source/target distinction, marking it as the first end-
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to-end CMFD solution?2. While innovative, its over-
all F1 performance score on the CoMoFoD dataset
was relatively low. Like approaches used in splicing
detection, segmentation-based methods were subse-
quently adopted. In addition, hybrid region-based
convolutional neural network (RCNN) approaches
were developed using lightweight backbones such
as MobileNetV1 or DenseNet-41 to combine in-
stance segmentation capability with computational
efficiency?’.

Current CMFD trends emphasize hybrid approaches
that combine powerful feature extractors with mech-
anisms designed for correlation finding or optimiza-
tion. For example, a complex approach involving a
GAN + CNN hybrid architecture employing a three-
branch system and leveraging adversarial learning for
robust detection was developed 24, while robust, this
approach involved high implementation complexity.
Another study proposed an AlexNet-based hybrid
model utilizing the Grey Wolf Optimizer (GWO) and
superpixel clustering?®, which achieved exception-
ally high accuracy through optimization. Notably,
the model performed poorly without this optimiza-
tion. Hybrid models incorporating optimization al-
gorithms demonstrate superior performance over sin-
gle DL architectures. The key DL methodologies for
CMEFD, including reported quantitative performance
metrics, are summarized in Table 2.

Recent CMFD methods have achieved high detec-
tion accuracy. Current trends emphasize hybrid ap-
proaches that combine powerful feature extractors
with mechanisms designed for correlation finding or
optimization. Hybrid DL models tend to perform bet-
ter than pure DL models in terms of both accuracy
and efficiency. The primary challenges in CMFD stem
from the non-trivial implementation complexity re-
quired for sophisticated hybrid architectures and the
ongoing need for models to handle geometric trans-
formations, such as rotation and scaling, that forgers
apply to the copied region to further disguise the ma-

nipulation.

Image Inpainting or Removal

Image inpainting or removal involves erasing a se-
lected region from an image (in order to hide an ob-
ject, for example) and filling the void with newly gen-
erated pixel values that are typically synthesized from
the background using sophisticated generative mod-
els. This forensic task focuses on detecting subtle
traces or inconsistencies left by the generative pro-
cess or the filling algorithm. Specifically, detection
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approaches target telltale generative artifacts or sta-
tistical anomalies introduced during reconstruction,
often through analysis of high-frequency residuals.
The detection of image inpainting and removal de-
pends heavily on general manipulation localization
methods designed for anomaly detection or segmen-
tation. Commonly used methods include FCNs,
LSTM-based approaches, and general-purpose CNN
frameworks.

Specialized models are designed to target unique arti-
facts generated during reconstruction processes. For
example, a High-Pass FCN was developed for local-
izing deep inpainting traces (see Figure 5)2°. 'This
FCN achieved high accuracy, particularly when im-
age quality factors were high, though performance de-
graded significantly under middle-level JPEG recom-
pression.

General manipulation frameworks often prove effec-
tive in removal detection. The E2E-Fusion frame-
work '3, previously noted for splicing, demonstrated
high robustness and significant performance im-
provements when fine-tuned on challenging NIST
The Full-Image Full-Resolution End-to-
End-Trainable CNN framework proposed by Marra

datasets.

et al'3. has been validated for detecting localized
manipulations. This approach leverages the preser-
vation of high-frequency details and micro-textures
that reflect different digital histories.
trained solely on splicing examples, this CNN was

Even when

demonstrably effective at detecting inpainting manip-
ulation in subsequent tests. However, performance
declined when confronted with increasingly sophis-
ticated fakes.

Similarly, a general-purpose forgery localization
method based on LSTM anomaly detection treats re-
moval as a local anomaly'®, achieving good gener-
alization. However, its performance remains qual-
itatively lower than that of specialized fine-tuned
DNN methods. Detecting inpainting and removal—
particularly with modern GANs—presents unique
challenges because forgery techniques are constantly
evolving, leading to highly photorealistic results.
Table 3 summarizes key DL methodologies for image
inpainting and object removal, along with their re-
ported quantitative performance metrics.

Discussion: Splicing, Copy-Move, and In-
painting

The field of region-based forgery detection is char-
acterized by specialized approaches built upon com-
mon DL frameworks. Image splicing detection relies
on identifying inter-image inconsistencies, such as
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Table 2: Key DL methodologies in CMFD with reported quantitative performance metrics

Deep Learning Architecture Datasets Used

CNN (VGG-16) + Transfer CASIA
Learning *
Dual-branch CNN 22 CoMoFoD

Hybrid (GAN + CNN +

SVM) 4 MICC-F600 (Testing)

CNN (ResNet-18) 20 CASIA-v1, CASIA-v2

Hybrid (RCNN + Mo-
bileNet/DenseNet) 23

Hybrid (AlexNet + GWO) %
GRIP

CNN (MobileNetV2)2!

CIFAR-10, MNIST (Training);

COVERAGE, MICC F600,
MICC-F2000, CASIA-v2

MICC-F600, MICC-F2000,

CoMoFoD, MICC-F2000

Quantitative Result

Accuracy (fine-tuned model): 97.8%

F1-score (Overall Average): 0.4926

Fl1-score (Skeleton metrics): 0.8835; Mean Pre-
cision: 0.6963; Mean Recall: 0.8042

Precision (CASIA 1I): 99.3%; Precision (CASIA
1I): 97.94%

Mask R-CNN Fl-score:
Mask R-CNN Accuracy: 90% (MICC
F2000/COVERAGE average); RCNN Acc:
98.12% (CoMoFoD), 99.02% (MICC-F2000),
83.41% (CASIA-v2)

70% (MICC F600);

Maximum Accuracy: 99.66% (MICC-F600);
99.75% (MICC-F2000); 98.48% (GRIP)

Maximum improvement rate: 0.4% in accuracy
and 0.2% in F1-score

Pre-filtering
module |

ResNet
block #1

mxnx3

ResNet
block #2

mxnx9

m/2 xn/2 x 128

m/4 x n/4 x 256

block #3 ResNet
block #4

m/16 x n/16 x 1024

m/8 x n/8 x 512

mxnx2

Figure 5: Basic framework of the proposed method.

Table 3: Key DL methodologies forinpainting and removal with reported quantitative performance metrics.

Deep Learning Architecture Datasets Used

LSTM '8

FCN 26 ImageNet

CNN Framework '3 NC2017, MFC2018

COVERAGE (contains removal)

Quantitative Result

AUC: 81.9%

F1-score: higher than 0.97 (QF=96)

AUC (E2E-Fusion, NC2017) grew to 0.932

(with fine-tuning); AUC (E2E-Fusion,
MFC2018) grew to 0.902 (with fine-tuning)

noise, CFA artifacts, and lighting discrepancies. These
approaches often employ segmentation architectures
like U-Net ! or hybrid LSTM models'? that achieve
high area under the curve performances (AUC; up to
99.6% on NIST16). CMF detection is inherently more
challenging due to intra-image consistency, requiring
complex deep matching and self-correlation mecha-
nisms within specialized multi-branch CNNs or hy-
brid GANs. While high CMF classification accura-
cies can be achieved (up to 99.75% ACC), achieving
precision in pixel-level localization remains a signif-

icant challenge (F1-scores often around 0.5 to 0.7 on
complex datasets). Image inpainting and removal de-
tection focuses on locating generative anomalies left
by reconstruction algorithms, with high-pass FCNs 20
or universal anomaly detection networks proving to
be the most successful; for example, some models
achieve F1 scores higher than 0.97 when detecting
deep inpainting.

All three categories are heavily reliant on CNNs,
which are typically integrated into encoder-decoder
structures for localization, reflecting the core need
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for pixel-wise segmentation. There has been a pro-
nounced shift toward hybrid architectures, combining
CNNs with contextual components such as LSTMs
(for artifact analysis) or integrating adversarial train-
ing via GANSs to enhance feature robustness and cor-
relation matching.

Image splicing detection is generally considered easier
than CMF detection because the forensic task involves
identifying inconsistencies between source and tar-
get regions. DL models offer automatic feature learn-
ing, allowing them to robustly localize tampered re-
gions even after mild post-processing operations such
as blurring and resampling. These DL models are
particularly effective when constrained to the extrac-
tion of forensic features such as noise residuals or
quantization inconsistencies. Splicing detection suc-
ceeds by exposing the statistical inconsistencies that
arise when combining pixels from disparate sources,
such as mismatched lighting conditions, varying noise
patterns, or abrupt changes in CFA artifacts. How-
ever, performance often degrades significantly with
heavy post-processing or highly photorealistic syn-
thetic splices. For example, a Constrained R-CNN
model!” exhibited a markedly weaker performance
on certain datasets, achieving a low F1 score of 0.475
on CASIA despite registering a strong F1 score of
0.927 on NIST16.

CMF is widely regarded as the most challenging form
of region-based manipulation to detect. This diffi-
culty arises from the identical noise characteristics
inherent in both the source and target regions, a
property known as intra-image consistency; this cre-
ates a high degree of similarity that evades many de-
tection mechanisms. A key advantage of DL mod-
els is their ability to mitigate susceptibility to post-
processing, a vulnerability that has plagued tradi-
tional CMF methods.
els incorporating optimization algorithms, such as
the GWO-based AlexNet?®, exhibit superior per-
formance metrics compared with single DL archi-

Furthermore, hybrid mod-

tectures, achieving an exceptional accuracy of up
to 99.75% on the MICC-F2000 dataset. Advanced
CMF detection methods also focus on distinguishing
source and target regions. Despite these advances, the
fundamental challenge remains: differentiating iden-
tical copied regions from authentic content. Mod-
els still struggle to achieve uniformly high pixel-level
F1 scores across diverse datasets and complex trans-
formations (e.g., the dual-branch CNN approach??
achieved an average F1 score of only 0.4926 on the
CoMoFoD dataset).

Inpainting and removal detection depend on identi-
fying generative anomalies introduced by advanced
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reconstruction algorithms. DL models excel at auto-
matically detecting the subtle high-frequency foren-
sic features that are characteristic of these algorithms.
Advanced localization networks, such as specialized
FCNs 2%, achieve high accuracy with F1 scores exceed-
ing 0.97 for deep inpainting when image quality is
high. General frameworks like E2E-Fusion are also
demonstrably effective at detecting localized manipu-
lations by exploiting high-frequency details'>. How-
ever, the robustness of detection methods is chal-
lenged by improvements in generative models (e.g.,
diffusion models) and adversarial post-processing.
Consequently, inpainting detection is effectively a
competition against increasingly sophisticated gener-
ative models, resulting in noticeable declines in AUC
performance when tested against newer computer-
generated fakes compared to simpler manipulations.
The need for accurate pixel-wise segmentation is a
critical component of traditional forgery detection
methods. All three categories of forgery—splicing,
copy-move, and inpainting/removal—rely on CNNs
integrated into encoder-decoder structures to achieve
localization. Region-based image forgery is funda-
mentally modeled as a pixel-wise segmentation prob-
lem designed to generate a mask that precisely iden-
tifies tampered regions. DL architectures for splicing
detection often employ advanced segmentation mod-
els to accurately define tampered boundaries. Foun-
dational to these methods are the U-Net variants,
such as RRU-Net, which use a residual structure to
achieve excellent segmentation accuracy, and special-
ized FCNs—Ilike the High-Pass FCN—used for local-
izing deep inpainting traces.

There is a significant and effective trend toward using
hybrid architectures, which outperform models based
solely on standard DL architectures. These hybrid
models combine CNNs with contextual components,
such as LSTM units, to fuse spatial and temporal fea-
tures for enhanced localization and contextual artifact
analysis. For techniques like CMFD, which are highly
challenging due to intra-image consistency, complex
hybrid approaches are critical. This includes the in-
tegration of adversarial training (GANs) or optimiza-
tion algorithms, such as GWO, to enhance feature ro-
bustness and correlation matching, resulting in excep-
tionally high accuracy in specific CMFD tasks. Hy-
brid models incorporating optimization algorithms
have demonstrated superior performance compared
to single DL architectures.

Generative Forgery

Artificial intelligence (AI)-generated image detection
involves forensic analysis to determine whether a dig-
ital image was created or modified by a generative Al
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model. Unlike traditional image forgery detection,
which focuses on manipulation techniques such as
splicing or copy-move edits, AI-generated image de-
tection identifies systemic, often imperceptible signs
that vary across different instances of models?’. This
is in contrast to traditional forgeries, which typically
exhibit inconsistencies in lighting or compression lev-
els between different parts of an image.

Al-generated image detection is a rapidly evolving
field of research. In the early stages of artificial
intelligence-generated content (AIGC), there were
fewer generative models, and existing models were
relatively simple, such as the initial versions of GANs.
Detection solutions initially achieved high accuracy
by targeting low-level forensic traces or “fingerprints”
characteristic of specific, less sophisticated architec-
tures. However, advancements in highly sophisti-
cated models—including modern GAN variants and
diffusion models (DMs) such as Stable Diffusion and
DALL-E2 have introduced significant challenges for
forgery detection. The current generation of synthetic
images is more natural and may originate from an
extensive and constantly growing diversity of gener-
ators, including newly emerging or unseen architec-
tures. Consequently, a primary goal is to develop ro-
bust methods that achieve not only high accuracy and
resilience against image impairments such as com-
pression or resizing but also superior generalization
performance across diverse generative models.
Figure 6 presents a chronological overview of the evo-
lution of Al-generated image detection methodolo-
gies, organized into four distinct phases based on their
underlying technological approaches and the genera-
tive models they were designed to detect. The time-
line begins with Phase one (starting in 2017), char-
acterized by the dominance of GANs such as Pro-
GAN, StyleGAN, CycleGAN, and BigGAN, where
detection methods primarily focused on identifying
model-specific fingerprints left in synthetic images.
Phase two (starting in 2021) marks the emergence of
DMs and the subsequent generalization crisis, shift-
ing the technological focus toward mitigating perfor-
mance gaps when detectors encounter unseen gener-
ative architectures. Phase three (starting in 2022) rep-
resents a paradigm shift toward leveraging large pre-
trained models, particularly CLIP-based detectors, to
achieve universal detection capabilities across diverse
generation methods. Most recently, Phase four (start-
ing in 2023) introduces a revolutionary approach to
detector training that eliminates their dependency on
synthetic training data, allowing for the development
of detectors that can identify Al-generated content
without requiring access to fake images during the

training process. This progression illustrates the field’s
continuous adaptation to the rapidly evolving land-
scape of generative Al technologies.

Detecting Fingerprints

Early detection techniques were based on the hypoth-
esis that generative models, particularly GANSs, in-
advertently introduce artifacts into the images they
create. These artifacts, known as “generative fin-
gerprints,” serve as indicators of a synthetic origin.
Research has also shown that these fingerprints are
unique to the specific generative process used to cre-
ate them.

Yu et al.?’ demonstrated that even minor differ-
ences in the training of a GAN can result in distinct
and identifiable fingerprints. These unique charac-
teristics arise from variations in model architecture,
training datasets, and random initialization seeds.
Different GAN architectures—such as ProGAN ver-
sus StyleGAN—produce inherently different statisti-
cal patterns. The data used to train a model subtly
influences the properties of its output and traces. In
addition, different random seeds during initialization
can produce unique fingerprints, even when the same
architecture and dataset are employed. This study
was foundational because it proved that these finger-
prints were not merely generic signs of synthesis but
specific enough to link an image back to a unique
model instance?’. This established the feasibility of
source attribution for intellectual property protection
and forensic investigation. The discovery motivated
the development of various methodologies aimed at
capturing and classifying these generative artifacts.
CNN-based approaches are among the most ex-
tensively researched strategies for the detection of
28-33  CNNs such as ResNet,
DenseNet, and XceptionNet can be trained to auto-

Al-generated images

matically learn hierarchical features that distinguish
These
models demonstrate high effectiveness when training

between real and GAN-generated images.

and testing data originate from the same or similar
GANs 280,

Frequency domain analysis is a highly effective ap-
proach for detecting generative fingerprints. This
method leverages the fact that GAN-generated im-
ages contain periodic, grid-like artifacts in the fre-
quency domain, often resulting from upsampling op-
erations in transposed convolution layers. Frank et
al.3* demonstrated that transforming an image from
the spatial (pixel) domain to the frequency domain
using methods such as the Discrete Cosine Transform
or Fast Fourier Transform can reveal underlying pat-
terns and high-frequency artifacts that are typically

4194



VNUHCM Journal of Science and Technology Development 2026, 29(3):4186-4204

GAN Dominance

2017

Universal Detection

2022

2021

Diffusion Models &
Generalization Crisis

o Prrirmance Gap

2023
Independence from Synthetic
Data

AU WERTLE LT

Figure 6: Evolution of Al-Generated content detection.
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Figure 7: Frequency observations across various datasets. Adapted from Wang et al 3.

invisible to the naked eye. The classifiers achieved
higher accuracy (up to 99.61%) and required fewer
parameters than other CNN-based methods. They
also converged significantly faster and required less
training data. However, their performance depended
on structural issues (upsampling) in GAN construc-
tion and was vulnerable to adversarial examples. Sim-
ilarly, Wang et al.3* observed periodic patterns in the
average frequency spectra of synthetic images (Fig-
ure 7), which they identified as consistent with alias-
ing artifacts. More recently, hybrid approaches have
demonstrated the value of combining spatial and fre-
quency analysis. The proposed models, trained with
augmentation, demonstrated high robustness to com-
mon post-processing operations and achieved a suc-
cess rate of 94.54% accuracy. However, their general-
izability decreased significantly on DMs*. Further-
more, their performance was sometimes negatively
affected by augmentation, and the models did not
perform well against manipulation techniques using
“shallow” methods like Photoshop. In another study,
Ahire et al.>® explicitly incorporated frequency fea-
tures into their transformer-based SFANet and SFP-
net models by applying the Fast Fourier Transform
to image patches alongside traditional spatial feature

extraction. This dual-domain approach highlights
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the enduring value of spectral analysis as a powerful
signal for forgery detection. The method combines
the strengths of global (transformers) and frequency-
based (texture/artifacts) feature extraction, achieving
96.13% accuracy, albeit in an approach that involved
high computational and memory requirements °.
Beyond frequency-domain analysis, other traces left
by generative models in synthetic images can be lever-
aged to develop detection tools. One robust statisti-
cal method is the pixel co-occurrence matrix, which
quantifies spatial relationships between pixel values.
Nataraj et al.>! devised an approach that computes
these matrices across the three RGB channels of an
image and uses them as input for a deep CNN. This
method achieved impressive accuracy, with 99.71%
on CycleGAN and 99.37% on StarGAN datasets. A
key advantage was its high precision, and its gener-
alizability was also evaluated. In a cross-dataset ex-
periment, a model trained on StarGAN images at-
tained 93.42% accuracy when tested on CycleGAN
images, indicating reasonable generalization. How-
ever, the researchers acknowledged a notable limita-
tion: model performance significantly declined when
images were subjected to JPEG compression 3!,

Xi et al.?° noted that forgeries were often hidden
in high-frequency noise and designed a novel dual-
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stream network to address the challenge of detect-
ing modern text-to-image models such as DALL-
E 2 and DreamStudio.
ual stream” uses a set of high-pass filters from the

The architecture’s “resid-

spatial rich model (SRM) to explicitly extract high-
frequency noise and texture information. This is com-
plemented by a “content stream” that captures lower-
frequency traces, with a cross-attention mechanism
Their
model achieved 99.2% accuracy on a dataset of im-

that fused information from both streams.

ages generated by DALL-E 2. Their architecture was
noted for its novelty and robustness to changes in
image resolution; however, like many other meth-
ods, it faced difficulties in maintaining its robustness
against post-processing operations such as image ro-
tation and blurring.

Aggarwal et al.32 found that error level analysis—a
technique used to highlight differences in JPEG com-
pression levels within an image—could serve as a use-
ful preprocessing step for forgery detection. They ap-
plied error level analysis for image preprocessing be-
fore feeding them into a simple CNN architecture. By
emphasizing compression inconsistencies common
in manipulated images, their model achieved 91.83%
accuracy and converged in just nine epochs. The pri-
mary advantages of this method are its computational
efficiency and fast training time. However, it was
tested on a relatively small dataset of fewer than 5,000
images, which may limit the generalizability of the
findings. In addition, its robustness against counter-
measures that mimic uniform compression remains
a concern. Methods to detect Al-generated images
via fingerprint detection have proven extremely effi-
cient against the generative models for which they are
trained. These approaches are summarized in Table 4.

Mitigating Performance Gaps

The critical challenge in the field of Al-generated im-
age detection is generalization. A detector is only
practically useful if it can reliably identify fake im-
ages produced by new or unseen generative models.
However, research consistently shows that most de-
tectors trained on images from one family of genera-
tors (e.g., GANSs) perform poorly when tested against
images from architecturally different families, such as
DMs ™.

This performance drop primarily occurred because
early models often overfitted to specific artifacts gen-
erated by GANGs in their training data. Ojha et al.
noted that a deep model trained exclusively on GAN-
generated images learned to identify GAN-specific
fingerprints so narrowly that it classified nearly all

non-GAN images—including those from DMs—as
real. This created a failure mode in which the detector
classified all unknown types of fakes as “real”. To ad-
dress this, researchers developed several strategic ap-
proaches to improve cross-domain (cross-generator
and cross-scene) performance.

The Artifact Purification Network proposed by Meng

et al.?7

isolates domain-agnostic artifacts common
across different generators using a dual purification
process. In the frequency domain, a “suspicious
frequency-band proposal” method identifies and ex-
tracts potential artifact-related features, while in the
spatial domain, an orthogonal feature decomposition
method separates artifact-related features from image
content. This explicit process is complemented by an
implicit purification step that uses mutual informa-
tion to ensure the model focuses on domain-agnostic
forgery traces rather than generator-specific artifacts.
This approach improved average accuracy on the
Genlmage dataset by at least 5.6% compared with
competitors and maintained high cross-scene per-
formance (only a 0.1% drop on the LSUN-Bedroom
scene) by purifying domain-agnostic artifacts. How-
ever, the architecture is complex, requiring two pu-
rification levels.

Ensemble methods combine the strengths of multiple
specialized models to create a more robust and adapt-
able detector. For example, the Gated Expert CNN
proposed by Ahmad et al.?® trains several “expert”
CNNs, each specialized in a different generator (e.g.,
BigGAN, GLIDE, VQDM). A separate “gating net-
work” then learns to weigh the contributions of each
expert based on the input image. This architecture al-
lows the system to dynamically use the most relevant
expert for a given image, resulting in strong adaptabil-
ity across varied datasets and generative sources: this
model achieved at least 92% accuracy across tested
generators (BigGAN, GLIDE, VQDM, Stable Diffu-
sion) due to its specialized expert contributions.

The Multi-scale Texture Difference model (MTD-
Net) aims to detect subtle texture inconsistencies in-
dicative of synthetic images. Yang et al.** employed
central difference convolution (CDC) to integrate
pixel intensity and gradient information, thereby en-
hancing local texture representation. Specifically,
CDC was combined with Atrous Spatial Pyramid
Pooling (ASPP) to merge these texture features across
multiple scales (Figure 8). The study also found that
CNN s tended to focus on different facial regions when
distinguishing real versus fake images; for instance, a
detector might prioritize the mouth and nose for real
images but shift attention to the eyes and eyebrows
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Table 4: Representative DL-based fingerprint detection methods and their reported quantitative performance

metrics.

Deep Learning Architecture

Ridge Regression, Shallow CNN (4
convolution layers) 34

CNN (ResNet50) 3°

SFANet: combining Transformer-
based architectures (Swin/ViTs) and
CNN-based methods >

CNN trained directly on pixel co-
occurrence matrices computed on
the RGB channels !

Cross-Attention Enhanced Dual-
Stream Network:

Datasets Used

Images generated by StyleGAN,
ProGAN, SN-DCGAN, Cramer-
GAN, and MMDGAN

FFHQ, Stanford dog, LSUN bed-
rooms, CelebA

ForenSynths, images generated by
GANs

DFWild-Cup

Images generated by CycleGAN and
StarGAN

DALL-E2, DreamStudio, SPL2018,
DsTok

Quantitative Result

Accuracy (FFHQ): 100.00% Accuracy

(CelebA): 99.91%
Accuracy (LSUN): 99.61%

Accuracy: 94.54%

Accuracy: 96.13%
AUC: 0.9822

Accuracy (CycleGAN): 99.71%
Accuracy (StarGAN): 99.37%
Accuracy (cross-evaluation): 99.49%

Accuracy (DALL-E2): 99.2%
Accuracy (DreamStudio): 99.5%

Residual Stream (SRM + CNN)
Content Stream (CNN) 29

Accuracy (against post-processing op-
erations): 99.5%

Shallow Convolutional Neural Net- Accuracy: 91.83%.

work 3

943 images collected from Kaggle
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Figure 8: Architecture of MTD-Net3°. (a) The network architecture includes a texture difference feature module
(marked with a purple dotted line) and a multi-scale information module (marked with a green dotted line). (b)
Block 1 is part of the texture difference feature module, as is (c) block 2, while the (d) ASPP block belongs to the
multi-scale information module. Here, “k” indicates kernel size, “n” represents the number of channels, “s” denotes
stride size, and “d” specifies the dilation rate.
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for fake images. This observation suggests that textu-
ral anomalies are not uniformly distributed. The pro-
posed method offers a robust approach to identify-
ing Al-generated images despite common distortions
(e.g., JPEG compression and blur), which is crucial in
practical applications. ASPP mitigates the detail loss
associated with dilated convolution, allowing for im-
proved performance on low-quality data. However,
the model still requires retraining for unfamiliar face
manipulation techniques, as performance (AUC) sig-
nificantly declines when training and testing sets orig-
inate from different data distributions (i.e., in cross-
database experiments).

Pairwise and contrastive learning involves encourag-
ing models to learn “common fake features” shared
among different GANs by establishing relationships
between real and fake images. A two-step pairwise
learning framework employs triplet loss to train a net-
work, aiming to minimize feature space distances be-
tween same-class images (real-real or fake-fake) while
maximizing distances between different-class images
(real-fake). This approach enhances the model’s abil-
ity to generalize to fakes from unseen generators,
achieving precision rates of 87.6%-98.6% for unseen
GANs. These strategies are summarized in Table 5.

The Emergence of CLIP-Based Detectors

CLIP is a vision-language model (VLM) pre-trained
with web-scale, general-domain data to understand
vast semantic concepts. This paradigm shift was sup-
ported by the hypothesis that features learned from
web-scale, general-domain data might be more ro-
bust for forensic tasks compared to those derived from
smaller, specialized real-vs-fake datasets. Researchers
proposed that a model like CLIP would develop a fea-
ture space capable of implicitly capturing the subtle
statistical differences in synthetic media without be-
ing explicitly trained for this task.

Ojha et al.* proposed UnivFD, a methodology that
was elegant, simple, and remarkably effective. The
core idea addressed the primary failure mode of pre-
vious detectors: deep models trained on GAN im-
ages tended to overfit to specific artifacts, leading to
the misclassification of all non-GAN-generated im-
ages as real. To overcome this, the approach involved
using CLIP:ViT and the application of simple clas-
sifiers (Figure 9). A frozen, pre-trained CLIP:ViT
model extracted feature representations of both real
and fake images, ensuring that the feature space was
not trained on the fake detection task. Simple, low-
complexity classifiers, such as a nearest neighbor or
linear Classifier, were then applied to this static fea-
ture space.

The impact of this approach on generalization was sig-
nificant. A model whose feature space was never op-
timized for fake detection demonstrated strong per-
formance in generalizing from GAN-generated train-
ing data to unseen DMs. It significantly outperformed
heavily trained deep classifiers, proving that the fea-
tures needed to distinguish real from synthetic con-
tent were already embedded within CLIP’s ability to
understand visuals.

The forgery awareness module (FAM), based on low-
rank adaptation (LoRA), was proposed by Xu et
al.%0 for efficient fine-tuning. It employs a seman-
tic feature-guided contrastive learning strategy (SeC)
to emphasize training on general differences. FAM
effectively mitigates dramatic changes in pre-trained
features and prevents overfitting, achieving an average
detection accuracy improvement of 14.55% over the
state-of-the-art methods (i.e., the UnivFD baseline).
This was accomplished despite using smaller training
sets: only 0.56% of the training data required by Uni-
vFD models. The primary challenge was how to fine-
tune the model with few-shot samples while avoiding
overfitting and retaining general features.

Lyu et al.*! demonstrated that Wasserstein distance
compression and dynamic aggregation effectively ad-
dressed inefficient training caused by redundant data
and poor performance on imbalanced datasets while
maintaining high generalization across generative
models. This novel method combines dynamic ag-
gregation with information compression. Informa-
tion compression employs k-means clustering in the
Wasserstein space to extract discriminative features,
significantly reducing dataset size (e.g., from >720k
to 10k samples). A dynamic aggregation mechanism
enhances robustness to imbalanced datasets by adap-
tively aggregating diverse linear kernels, each consist-
ing of static and dynamic components. The method
accelerated training speed (9 times faster than a lin-
ear classifier) and conserved computational resources
(storage reduced from 2.3G to 63.1MB) due to infor-
mation compression, while also improving robustness
to imbalanced datasets*!.

Research by Cozzolino et al.*? further validated
this paradigm by demonstrating that a simple SVM,
trained solely on CLIP features extracted from a hand-
ful (N) of paired real/fake images in a reference set,
could outperform many state-of-the-art DL detectors.
This established the use of CLIP features as a power-
ful and essential baseline for evaluating any new de-
tection method. However, accuracy is strongly reliant
on the decision threshold (often fixed at 0.5) in truly
OOD scenarios where no calibration data is available.
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Table 5: Representative methods to improve the performance gap, along with reported quantitative

performance metrics.

Deep Learning Architecture

Swin-Transformer-tiny and ResNet-
18 37

Gated Expert Convolutional Neural
Network. Expert models use ResNet-

50 pre-trained on ImageNet 38

18-layer ResNet using CDC, Atrous
Spatial Pyramid Pooling (ASPP) *°

Coupled Deep Neural Network

Datasets Used

Genlmage,  DiffusionForensics,

ADM-generated images.

GenImage, CIFAKE, images
generated by BigGAN, GLIDE,
stable diffusion.

FaceForensics++.
DeeperForensics-1.0. Celeb-
DE DEDC.

CelebA, images generated by DC-

Quantitative Result

Accuracy (cross-generator - GenImage):
80.4% (5.6% to 16.4% higher than the
baseline). Accuracy (cross-generator -
DF): 80.4% (1.7% higher than the base-
line).

Achieves at least 92% accuracy

Accuracy: 71.4%
AUC: 84.1%

Precision/Recall (LSGAN): 0.981/0.956

(CDNN)49 GAN, WGAN, WGAN-GP, LS- Precision/Recall (DCGAN): 0.986/
GAN, and PGGAN. 0.986. Precision/Recall (PGGAN):
0.951/0.936
[ Real data ) Real feamres o Fake features ]
L BRI

Fake data

L[ JSF

Test image

Closest distance?

Test feature

Figure 9: Methodology proposed by Ojha et al.3> Nearest neighbors are employed for real-vs-fake classification.
Real and fake images are mapped to their corresponding feature representations using the CLIP:ViT network. A
test image is then projected into the same feature space, and the cosine distance is calculated to identify the

nearest neighbor within the feature bank.

The SIDA framework developed by Huang et al.*3
represents the next evolutionary step in forgery de-
tection, leveraging a large multimodal model not only
for detection (classifying an image as real or fake)
but also for localization (predicting a mask of the
tampered regions) and providing textual explanations
for its reasoning. This marks a significant move to-
ward interpretable and trustworthy Al forensics. The
method demonstrates resilience to low-level social
media distortions such as JPEG compression and re-
sizing, though its sole reliance on the FLUX generative
model for synthetic images may introduce data skew,
and localization performance could be improved in
cases of complex or subtle tampering. CLIP-based de-
tectors are summarized in Table 6. Despite these ad-
vancements, researchers continue to explore methods
that reduce dependency on fake images for training.
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Detectors That Do Not Require Fake Images
for Training

A major challenge in creating reliable detection sys-
tems is the requirement to gather extensive, var-
ied datasets of synthetic images, a task that grows
more difficult with the release of each new generative
model. This has led researchers to investigate alterna-
tive methods that could bypass the need for synthetic
training data. Two distinct, promising approaches
have emerged in this field.

One-Class Classification (OCC) frames Deepfake de-
tection as an anomaly detection problem, employing
a model called OC-FakeDect based on a One-class
Variational Autoencoder 4. This approach trains ex-
clusively on real face images to learn the underlying
distribution of authentic data. Fake images, which
deviate from this learned distribution, are identified
as anomalies due to their high reconstruction error



VNUHCM Journal of Science and Technology Development 2026, 29(3):4186-4204

Table 6: Representative CLIP-based methods with reported quantitative performance metrics.

Deep Learning Architecture

Frozen, pre-trained
CLIP:ViT-L/14%

CLIP:ViT-L/14 + LoRA %0

CLIP:ViT + dynamic
aggregation-based
classifier 4!

CLIP ViT L/14 + linear SVM
classifier 2

LISA + LoRA %

Datasets Used

ProGAN real/fake images, fake images
from Pro-GAN, StyleGAN, BigGAN, Cy-
cleGAN, StarGAN, GauGAN, Guided
Diffusion Model, LDM, Glide, DALL-E.

ForenSynths, ProGAN, LSUN, FAMSeC,
ForenSynths, UniversalFakeDetect, and
GenImage.

UnivFD, images genegrated by GANG,
Deepfakes, Diffusion models

COCO, Latent Diffusion , images from
GAN-based, DM-based, and commercial
tools (DALL-E 3, Midjourney v5, Adobe
Firefly).

SID-Set, fake images generated by FLUX,

Quantitative Result

Accuracy (unseen models): 81.52% -
84.25% AUC (unseen models): 90.58
Improves upon SoTA by +15.07 AUC and
+25.90% accuracy

Accuracy (ForenSynths): 96.52% Accu-
racy (UniversalFakeDetect): 97.85%
Accuracy (GenImage): 90.90% Improved
14.55% the
(UniFD)

accuracy over baseline

Accuracy: 86.11%

Precision: 93.52%

Increased of +1.86% accuracy and +0.14%
precision over the SoTA.

Increased +14.46% accuracy on imbal-
anced datasets.

AUC (original images): 90.0%
AUC (post-processed images): 85.2%

Accuracy (SID-Set): 93.5%

DMimage

Accuracy (DMimage): 90.3%

when passed through the autoencoder. The proposed
system includes two variants: OC-FakeDect-1 and
the superior OC-FakeDect-2. While OC-FakeDect-1
computes the reconstruction score directly from the
input and output images, OC-FakeDect-2 uses an ad-
ditional encoder block to compute the score between
the latent representations of the input and output,
resulting in improved anomaly scoring and higher
performance. The proposed models achieved 97.5%
accuracy in detecting Deepfakes, outperforming the
two-class MesoNet and demonstrating comparable
performance to XceptionNet; it even surpassed the
latter on the NeuralTextures (NT) dataset despite us-
ing only real images for training. However, its reliance
on the RMSE function to compute the reconstruction
score is noted as a limitation, and performance needs
improvement for other datasets.

Zero-shot detection uses a model trained on real im-
ages, such as a lossless compressor (SReC), to pre-
dict the probability distribution of pixels. It detects
fakes by measuring the “coding cost gap”™: the differ-
ence between the negative log-likelihood and entropy
(H) of an image. For a real image that conforms to
the learned statistical model, these values are closely
aligned, while large gaps appear in Al-generated im-
ages (Figure 10), indicating that the image’s pixel dis-
tributions do not fit the learned model of real-world

images®°. The core advantages of this method in-
clude independence from generator architectures and
the elimination of the need for synthetic images dur-
ing training. It is also computationally efficient and
achieves state-of-the-art performance, with an aver-
age accuracy improvement of more than 3% over pre-
vious state-of-the-art methods across a wide variety
of unseen GANs and DMs (e.g., DALL-E, Midjour-
ney V5, Stable Diffusion XL). The AUC exceeded 85%
on many models, demonstrating consistent, high per-
formance. However, performance varied significantly
in specific cases (e.g., GLIDE-R dataset) depending
on the decision statistic used. In addition, detector
performance was significantly impacted by the quality
and choice of the real dataset used to train the lossless

coder. These strategies are summarized in Table 7.

Discussion

The proliferation of Al-generated content necessi-
tates robust and adaptable detection mechanisms ca-
pable of distinguishing synthetic images from authen-
tic ones. Techniques developed to address this chal-
lenge range from traditional CNNs, which focus on
detecting specific artifacts, to advanced vision trans-
formers. These methods aim to overcome challenges
such as poor generalization across different generative
models, sensitivity to image perturbations like com-
pression, and the high computational costs associated
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Figure 10: Zero-shot detection mechanism using a coding cost gap®®. Left: Actual code cost for real images
closely matches the expected value of the Zero-Shot Detector, while synthetic images show significant differ-
ences. Right: How the coding cost gap increases significantly for synthetic images compared to real images when
predicting high-resolution details from low-resolution data.

Table 7: Representative methods trained without needing fake images and their reported quantitative

performance metrics

Deep Learning Architecture

One-class Variational

Autoencoder * tion Dataset (DFD).

Super-resolution based
lossless Compressor (SReC) 4

Midjourney

Datasets Used

FaceForensics++, Deepfake Dete

Open Images, LAION, COC
fale images from GauGAN, Styl
GAN2Stable Diffusion, DALL-

Quantitative Result

Average accuracy: 97.5%
Accuracy (NT): 97.50%
Accuracy (DF): 88.40%
Accuracy (FS): 86.10%
Accuracy (F2F): 71.20%
Accuracy (DFD): 98.20%

AUC
AUC

StarGAN): 100

BigGAN): 92.6

AUC (GLIDE): 65.1

AUC (SDXL): 99.2

AUC (DALL-E) 98.2

+3.4% of accuracy over the SoTA

—~ o~ ~ ~

with training on large, evolving datasets.

Approaches to artificial fingerprint detection were
highly effective in the early stages of AIGC develop-
ment 30313446 This efficacy stemmed from their abil-
ity to detect images originating from GAN models
with high accuracy and identify their source genera-
tors due to unique, specific artificial fingerprints in-

47, However, a crit-

herent in the synthesis process
ical weakness in the generalization of these models
was soon revealed as the set of generative models con-
stantly expanded*!. Their low resilience to common
processing techniques, often termed laundering oper-
ations, such as compression and resizing, which tend
to destroy the subtle forensic evidence crucial for de-
tection, was another key limitation*’. Furthermore,
they were susceptible to specialized tools designed to
erase these fingerprints, such as GANprintR 48,

Methods aimed at mitigating the performance gap
were developed in response to the severe limitations

37-39,49

of early detection techniques , representing a

transition from reliance on source-specific forensic
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fingerprints to extracting domain-agnostic or uni-
versal fake features that describe general properties
of synthesized images across architectures. This ap-
proach aimed to achieve robust cross-generator and
cross-scene performance. Strategies included ad-
vanced texture and feature analysis>®, purification
and isolation of artifacts3’, use of ensemble and gated
expert models?, and pairwise and contrastive learn-
ing*®. These collective strategies led to a new genera-
tion of detectors demonstrating superior performance
and generalization, although challenges remained in
detecting images from entirely new, unknown gener-
ative architectures.

Approaches using CLIP-based detectors leverage the
feature space of a large pre-trained VLMs (typically
the CLIP:ViT-L/14 image encoder)3>*2, This fun-
damentally addresses a major vulnerability of older
supervised methods by preventing the network from
overfitting to specific low-level fake artifacts and mis-
takenly classifying unseen generative content into the
“real” sink class3®. Consequently, CLIP-based de-
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tectors exhibit state-of-the-art generalization ability
across various generative models and architectures 2.
This capability allows the method to achieve superior
performance when tested on entirely unseen gener-
ative model families or with extremely limited train-
ing data. Although the CLIP-based approach is also
robust against common post-processing operations,
its accuracy degrades on Gaussian-blurred images >°.
Furthermore, the architecture’s accuracy relies heavily
on the quality and size of the CLIP pre-training data.
OCC* and ZSD*® mark a significant departure from
conventional binary supervised detection techniques,
which rely on extensive and continually expanding
datasets of fake images. These methods were designed
to achieve broad generalization by functioning inde-
pendently of synthetic training data. They reframe the
task as an anomaly detection problem, where mod-
els are trained solely on real, pristine images to learn
the statistical properties and underlying distribution
of authentic content. However, their effectiveness de-
pends on the accuracy of the real image distribution
and the threshold used for score computation to clas-
sify images.

The emergence of Al-generated content necessitates
continuous advancements in detection methodolo-
gies, shifting from dependency on specific forgery
traces to the pursuit of universal generalization
capabilities.  Early approaches targeted artificial
fingerprints—subtle, model-dependent artifacts pro-
duced by generative processes—which demonstrated
high initial effectiveness but exhibited significant de-
clines in performance when confronted with unseen
generative architectures or common real-world dis-
tortions like compression and resizing. These oper-
ations often obscured the faint traces left behind.
Subsequent supervised methods employed complex
architectures to enhance robustness but frequently
struggled to generalize across different families of
generative models due to overfitting on specific
training artifacts. A notable breakthrough came
with CLIP-based detectors, which utilized the fixed,
information-rich feature space of large pre-trained
VLMs to achieve robust detection and strong gener-
alization, even when trained on limited examples.
The current frontier is defined by methods such as
OCC and ZSD. By focusing solely on the character-
istics of real images—such as identifying deepfakes
as anomalies or leveraging expected pixel probability
distributions derived from lossless encoders—these
approaches fundamentally shift the paradigm away
from reliance on extensive, ever-expanding datasets of
fake images. This offers a critical pathway toward gen-
uinely robust, generator-agnostic, and future-proof
detection systems.

CONCLUSIONS

Both region-based and generative forgery detection
continue to face a persistent generalization gap, with
models frequently failing to recognize novel manip-
ulation or generation techniques. Future research
should prioritize robustness against adversarial post-
processing, improved pixel-level localization, and the
ability to generalize to unseen generative models. The
field is becoming an ongoing algorithmic arms race,
necessitating adaptive and explainable systems capa-
ble of detecting statistical anomalies rather than spe-
cific forgery types. Progress will depend on develop-
ing lightweight, scalable, and interpretable detectors
resilient to evolving anti-forensic strategies and real-
world degradations.
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